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1. Introduction 

1.1. This Policy sets out the obligations of the Trust data regarding data protection and 
peoples’ rights in respect of their personal data under the General Data Protection 
Regulation (“GDPR”). 

1.2. GDPR defines “personal data” as any information relating to an identified or 
identifiable natural person; an identifiable natural person is one who can be 
identified, directly or indirectly, in particular by reference to an identifier such as a 
name, an identification number, location data, an online identifier, or to one or more 
factors specific to the physical, physiological, genetic, mental, economic, cultural, or 
social identity of that natural person. 

1.3. This Policy sets out the procedures that are to be followed when dealing with 
personal data.  The procedures and principles set out herein must be followed at all 
times by the Trust, its employees, agents, contractors, or other parties working on 
behalf of the Trust. 

1.4. The Trust is committed not only to the letter of the law, but also to the spirit of the 
law and places high importance on the correct, lawful, and fair handling of all personal 
data, respecting the legal rights, privacy, and trust of all individuals with whom it 
deals. 

1.5. The Information Commissioners Office (ICO) can investigate complaints, audit the 
Trust’s use or other Processing of Personal Data and can take action against the Trust 
(and individually in some cases) for breach of these laws. Action may include making 
the Trust pay a fine and/or stopping the use by the Trust of the Personal Data, which 
may prevent the Trust from carrying on its educational and associated functions. 
Organisations who breach one or more laws on Personal Data also often receive 
negative publicity for the breaches which affects the reputation of the Trust and its 

activities as a result.   

1.6. Any breach of or failure to comply with this policy, particularly any deliberate 

release of Personal Data to an unauthorised third party, may result in disciplinary or 

other appropriate action.  

 

2. The Data Protection Principles 

This Policy aims to ensure compliance with GDPR.  GDPR sets out the following 
principles with which any party handling personal data must comply.  All personal 
data must be: 

a. processed lawfully, fairly, and in a transparent manner in relation to the 
data subject; 

b. collected for specified, explicit, and legitimate purposes and not further 
processed in a manner that is incompatible with those purposes; further 
processing for archiving purposes in the public interest, scientific or 
historical research purposes or statistical purposes shall not be considered 
to be incompatible with the initial purposes; 

c. adequate, relevant and limited to what is necessary in relation to the 
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purposes for which it is processed; 

d. accurate and, where necessary, kept up to date; every reasonable step must 
be taken to ensure that personal data that is inaccurate, having regard to 
the purposes for which they are processed, is erased or rectified without 
delay; 

e. kept in a form which permits identification of data subjects for no longer 
than is necessary for the purposes for which the personal data is processed; 
personal data may be stored for longer periods insofar as the personal data 
will be processed solely for archiving purposes in the public interest, 
scientific or historical research purposes or statistical purposes subject to 
implementation of the appropriate technical and organisational measures 
required by GDPR in order to safeguard the rights and freedoms of the data 
subject; 

f. processed in a manner that ensures appropriate security of the personal 
data, including protection against unauthorised or unlawful processing and 
against accidental loss, destruction or damage, using appropriate technical 
or organisational measures. 

 

3. Lawful, Fair, and Transparent Data Processing 

GDPR seeks to ensure that personal data is processed lawfully, fairly, and transparently, 
without adversely affecting the rights of the person.  GDPR states that processing of personal 
data shall be lawful if at least one of the following applies: 

a. Consent - the data subject has given consent to the processing of his or her 
personal data for one or more specific purposes; 

b. Contractual - processing is necessary for the performance of a contract to 
which the data subject is a party or in order to take steps at the request of 
the data subject prior to entering into a contract; 

c. Legal Obligation - processing is necessary for compliance with a legal 
obligation to which the controller is subject; 

d. Vital Interests - processing is necessary to protect the vital interests of the 
data subject or of another natural person; 

e. Public Interest - processing is necessary for the performance of a task 
carried out in the public interest or in the exercise of official authority 
vested in the controller; 

f. Legitimate Interests - processing is necessary for the purposes of the 
legitimate interests pursued by the controller or by a third party, except 
where such interests are overridden by the fundamental rights and 
freedoms of the data subject which require protection of personal data, in 
particular where the data subject is a child. 
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4. Processed for Specified, Explicit and Legitimate Purposes 

The Trust only processes personal data for the specific purposes set out in the Trust 
Information Asset Register (or for other purposes expressly permitted by GDPR).  The 
purposes for which we process personal data will be informed to data subjects 
through the publication of Privacy Notices. 

5. Adequate, Relevant and Limited Data Processing 

The Trust will only collect and process personal data for and to the extent necessary 
for the specific purpose(s) informed to data subjects as under Section 4, above. 

6. Accuracy of Data and Keeping Data Up to Date 

The Trust shall ensure that all personal data collected and processed is kept accurate 
and up-to-date.  The accuracy of data shall be checked when it is collected and at 
regular intervals thereafter.  Where any inaccurate or out-of-date data is found, all 
reasonable steps will be taken without delay to amend or erase that data, as 
appropriate. 
 

7. Timely Processing 
The Trust shall not keep personal data for any longer than is necessary taking into 
account the purposes for which that data was originally collected and processed.  
When the data is no longer required, all reasonable steps will be taken to erase or will 
be securely disposed without delay. 

 
8. Secure Processing 

The Trust shall ensure that all personal data collected and processed is kept secure 
and protected against unauthorised or unlawful processing and against accidental 
loss, destruction or damage.   
 

9. Accountability 
a. The Trust’s Director of Finance & Resources holds accountability for Data 

Protection through an outsourced Data Protection Officer (DPO) service.  

b. The Trust shall keep written internal record of all personal data collection, 
holding, and processing, in the form of an information asset register, which shall 
incorporate the following information: 

a. The name and details of the Trust, its data protection officer, and any 
applicable third-party data controllers; 

b. The purposes for which the Trust processes personal data; 

c. Details of the categories of personal data collected, held, and processed by 
the Trust; and the categories of data subject to which that personal data 
relates; 

d. Details (and categories) of any third parties that will receive personal data 
from the Trust; 

e. Details of any transfers of personal data to non-EEA countries including all 
mechanisms and security safeguards; 
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f. Details of how long personal data will be retained by the Trust. 
 

10. Privacy Impact Assessments 
The Trust shall carry out Privacy Impact Assessments when and as required under GDPR.  
Privacy Impact Assessments shall be overseen by the Trust’s data protection officer and shall 
address the following areas of importance: 

a. The purpose(s) for which personal data is being processed and the processing 
operations to be carried out on that data; 

b. Details of the legitimate interests being pursued by the Trust; 

c. An assessment of the necessity and proportionality of the data processing with 
respect to the purpose(s) for which it is being processed; 

d. An assessment of the risks posed to individual data subjects; and 

e. Details of the measures in place to minimise and handle risks including 
safeguards, data security, and other measures and mechanisms to ensure the 
protection of personal data, sufficient to demonstrate compliance with GDPR. 

 
11. The Rights of Data Subjects 

GDPR sets out the following rights applicable to data subjects: 

a. The right to be informed; 

b. The right of access; 

c. The right to rectification; 

d. The right to erasure (also known as the ‘right to be forgotten’); 

e. The right to restrict processing; 

f. The right to data portability; 

g. The right to object; 

h. Rights with respect to automated decision-making and profiling. 

 

12. Keeping Data Subjects Informed – Privacy Notices 
The Trust shall ensure that the following information is provided through the 
publication and sharing of Privacy Notices. The Trust utilise the DfE’s Model Privacy 
Notices and are published on the Trust and Trust schools’ websites. 

 

13. Data Subject Access 
13.1 A person may make a subject access request (“SAR”) at any time to find out 

more about the personal data which the Trust holds about them.  The Trust is 
normally required to respond to SARs within one month of receipt (this can be 
extended by up to two months in the case of complex and/or numerous 
requests. Please note that any requested received within 15 working days of 
the end of term or half term may have a longer response time, in such cases 
the data subject shall be informed of the need for the extension). 

 
13.2 All subject access requests received must be forwarded to the Headteacher of 
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the school it relates to, who will obtain advice from the Trust’s data protection 
officer or directly to the data protection officer for Trust Central Services.   

13.3 The Trust does not charge a fee for the handling of normal SARs.  The Trust 
reserves the right to charge reasonable fees for additional copies of 
information that has already been supplied to a data subject, and for requests 
that are manifestly unfounded or excessive, particularly where such requests 
are repetitive. 
 

13.4 Children and Subject Access Requests  
a) Personal data about a child belongs to that child, and not the child's parents or 

carers. For a parent or carer to make a subject access request on behalf of their 
child, the child must either be unable to understand their rights and the 
implications of a subject access request or have given their consen 

b) Children aged 12 and above are generally regarded to be mature enough to 
understand their rights and the implications of a subject access request. 
Therefore, subject access requests from those with parental responsibility for 
pupils within the trust aged 12 and above may not be granted without the 
express permission of the pupil. 

c)  Children below the age of 12 are generally not regarded to be mature enough 
to understand their rights and the implications of a subject access request. 
Therefore, subject access requests from those with parental responsibility for 
pupils within our trust aged under 12 will in general be granted without 
requiring the express permission of the pupil.  

These are not fixed rules and a pupil’s ability to understand their rights will always be 

judged on a case by-base basis.  

14. CCTV 
We use CCTV in various locations around some of our school sites to ensure the site remains 

safe. We will adhere to the ICO’s code of practice for the use of CCTV.  

We do not need to ask individuals’ permission to use CCTV, but we make it clear where 

individuals are being recorded. Security cameras are clearly visible and accompanied by 

prominent signs explaining that CCTV is in use.  

Any enquiries about the CCTV system should be directed to the Headteacher of the school. 

 
15. Rectification of Personal Data 

If a person informs the Trust that personal data held by the Trust is inaccurate or incomplete, 
requesting that it be rectified, the personal data in question shall be rectified, and the data 
subject informed of that rectification, within one month of receipt the data subject’s notice 
(this can be extended by up to two months in the case of complex requests, and in such cases 
the data subject shall be informed of the need for the extension). 
 

 
16. Erasure of Personal Data 
16.1 Data subjects may request that the Trust erases the personal data it holds about them 

https://ico.org.uk/media/for-organisations/documents/1542/cctv-code-of-practice.pdf
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in the following circumstances: 

a. It is no longer necessary for the Trust to hold that personal data with respect 
to the purpose for which it was originally collected or processed; 

b. The data subject wishes to withdraw their consent to the Trust holding and 
processing their personal data (and there is no overriding legitimate interest 
to allow the Trust to continue doing so); 

c. The data subject objects to the Trust holding and processing their personal 
data (and there is no overriding legitimate interest to allow the Trust to 
continue doing so); 

d. The personal data has been processed unlawfully; 

e. The personal data needs to be erased in order for the Trust to comply with 
a particular legal obligation. 

16.1. Unless the Trust has reasonable grounds to refuse to erase personal data, all requests 
for erasure shall be complied with, and the data subject informed of the erasure, 
within one month of receipt of the person’s request (this can be extended by up to 
two months in the case of complex requests, and in such cases the data subject shall 
be informed of the need for the extension). 

 
17. Restriction of Personal Data Processing 
17.1 A person may request that the Trust ceases processing the personal data it holds about 

them.  Unless the Trust has reasonable grounds to refuse, all requests shall be 
complied with and shall retain only the amount of personal data pertaining to that 
data subject that is necessary to ensure that no further processing of their personal 
data takes place. 

 

18. Data Portability 
18.1 Where a person has given their consent to the Trust to process their personal data in 

such a manner or the processing is otherwise required for the performance of a 
contract between the Trust and the data subject, data subjects have the legal right 
under GDPR to receive a copy of their personal data and to use it for other purposes 
(namely transmitting it to other data controllers, e.g. other organisations). 

18.2 Where technically feasible, if requested, personal data shall be sent directly to another 
data controller. 

18.3 All requests for copies of personal data shall be complied with within one month of 
the data subject’s request (this can be extended by up to two months in the case of 
complex requests in the case of complex or numerous requests, and in such cases the 
data subject shall be informed of the need for the extension). 

 

19. Objections to Personal Data Processing 
19.1. Where a person objects to the Trust processing their personal data based on its 

legitimate interests, the Trust shall cease such processing forthwith, unless it can be 
demonstrated that the Trust’s legitimate grounds for such processing override the 
data subject’s interests, rights and freedoms; or the processing is necessary for the 
conduct of legal claims. 
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19.2. Where a person objects to the Trust processing their personal data for direct 
marketing purposes, the Trust shall cease such processing forthwith. 

19.3. Where a data subject objects to the Trust processing their personal data for scientific 
and/or historical research and statistics purposes, the data subject must, under GDPR, 
‘demonstrate grounds relating to his or her particular situation’.  The Trust is not 
required to comply if the research is necessary for the performance of a task carried 
out for reasons of public interest. 

 

20. Automated Decision-Making 
20.1. In the event that the Trust uses personal data for the purposes of automated 

decision-making and those decisions have a legal (or similarly significant effect) on 
data subjects, a person has the right to challenge to such decisions under GDPR, 
requesting human intervention, expressing their own point of view, and obtaining an 
explanation of the decision from the Trust. 

20.2. This right does not apply in the following circumstances: 

a. The decision is necessary for the entry into, or performance of, a 
contract between the Trust and the data subject; 

b. The decision is authorised by law; or 
 

c. A person has given their explicit consent. 
 

21. Profiling 
21.1  Where the Trust uses personal data for profiling purposes, the following shall apply: 

a. Clear information explaining the profiling will be provided, including its 
significance and the likely consequences; 

b. Appropriate mathematical or statistical procedures will be used; 

c. Technical and organisational measures necessary to minimise the risk of 
errors and to enable such errors to be easily corrected shall be 
implemented; and 

d. All personal data processed for profiling purposes shall be secured in order 
to prevent discriminatory effects arising out of profiling. 

22. Data Protection Measures 

22.1. The Trust shall ensure compliance with the following when working with personal 
data: 

a. Laptops, Pads and Data sticks must be encrypted; 

b. Digital equipment must be disposed of securely; 

c. Paper information that contains sensitive and personal data must be disposed 

of using a shredder or confidential waste bags; 

d. A clear desk policy must be in operation and personal data must be securely 

locked away when not in use; 
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e. All hardcopies of personal data, along with any electronic copies stored on 

physical, removable media should be stored securely in a locked box, drawer, 

cabinet or similar; 

f. Screens must be positioned appropriately so that personal data cannot be seen 

by the public and the screen is locked when left unattended.  

g. All emails sent to external third parties outside the Trust network must be sent 

using encryption software - ‘Egress Switch’. 

h. Personal data attached to emails to be avoided where possible. Where it is 

feasible a link to where the personal data is stored is to be used. 

i. Where Personal data is to be transferred in hardcopy form it should be passed 
directly to the recipient or sent using Special Delivery Mail. 

j. Personal data must be handled with care at all times and should not be left 
unattended or on view to unauthorised employees, agents, sub-contractors or 
other parties at any time; 

k. No personal data should be stored on any mobile device (including, but not 
limited to, laptops, tablets and smartphones), whether such device belongs to 
the Trust or otherwise. 

l. No personal data should be stored on the computer’s hard drive. It must be 
stored on the Trust network where the data is securely stored and encrypted; 

m. All passwords used to protect personal data should not use words or phrases 
that can be easily guessed or otherwise compromised.  All passwords must 
contain a combination of uppercase and lowercase letters, numbers, and 
symbols. All software used by the Trust is designed to require such passwords; 

n. Under no circumstances should any passwords be written down or shared 
between any employees, agents, contractors, or other parties working on 
behalf of the Trust, irrespective of seniority or department.  If a password is 
forgotten, it must be reset using the applicable method.  IT staff do not have 
access to passwords; 

22.2. The Trust will undertake audits to ensure compliance with this policy and the GDPR 

to ensure that all guidance and support is kept up to date and to ascertain where 

further guidance and support is needed. 

23. Organisational Measures 

23.1 The Trust shall ensure that the following measures are taken with respect to the 
collection, holding, and processing of personal data: 

a. All employees, agents, contractors, or other parties working on behalf of the 
Trust shall be made fully aware of both their individual responsibilities and the 
Trust’s responsibilities under GDPR and under this Policy, and shall be provided 
with a copy of this Policy; 

b. Only employees, agents, sub-contractors, or other parties working on behalf 
of the Trust that need access to, and use of, personal data in order to carry out 
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their assigned duties correctly shall have access to personal data held by the 
Trust; 

c. All employees, agents, contractors, or other parties working on behalf of the 
Trust handling personal data will be appropriately trained to do so; 

d. Methods of collecting, holding and processing personal data shall be regularly 
evaluated and reviewed; 

e. Where any agent, contractor or other party working on behalf of the Trust 
handling personal data fails in their obligations under this Policy that party 
shall indemnify and hold harmless the Trust against any costs, liability, 
damages, loss, claims or proceedings which may arise out of that failure. 

 

24. Data Breach Notification 
24.1. All personal data breaches must be reported immediately by completing the Data 

Breach Report Form. This will be reviewed by the Trust Data Protection Officer who 
will advise on next steps.  

24.2. If a personal data breach occurs and that breach is likely to result in a risk to the rights 
and freedoms of data subjects (e.g. financial loss, breach of confidentiality, 
discrimination, reputational damage, or other significant social or economic damage), 
the data protection officer must ensure that the Information Commissioner’s Office is 
informed of the breach without delay, and in any event, within 72 hours after having 
become aware of it. 

24.3. In the event that a personal data breach is likely to result in a high risk to the rights 
and freedoms of data subjects, the data protection officer must ensure that all 
affected data subjects are informed of the breach directly and without undue delay. 

24.4. The Data Protection Officer will undertake the following steps as part of an 
investigation: 

a. Containment and Recovery  

i. The investigation will determine the appropriate course of action and the 

required resources needed to limit the impact of the incident. This might 

require isolating a compromised section of the network, alerting relevant 

staff or shutting down critical equipment.  

ii. Appropriate steps will be taken to recover system or data losses and 

resume normal business operation. This might entail attempting to recover 

any lost equipment, using backup mechanisms to restore compromised or 

stolen data and changing compromised passwords.     

iii. Advice from experts within and outside the Trust may be sought in 

resolving the incident promptly and appropriately. 

 

a. Notification 

i. A decision based on the seriousness of the breach will determine 

subsequent actions. 

ii. The data protection officer will make a decision to inform any external 

organisation, such as the police or other appropriate regulatory body. 

https://forms.office.com/pages/responsepage.aspx?id=g20zUQy_xEe8wZY4yAMcQpJh0LRmsYVAgIN-5fvAisNUNVlZQjFBWjk4VEFSQ05CT1ozVkpISjlFVi4u
https://forms.office.com/pages/responsepage.aspx?id=g20zUQy_xEe8wZY4yAMcQpJh0LRmsYVAgIN-5fvAisNUNVlZQjFBWjk4VEFSQ05CT1ozVkpISjlFVi4u
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iii. If a breach involving Personal Data has occurred, the data protection officer 

will risk assess whether the Information Commissioner's Office (ICO) needs 

to be informed, if necessary, based on the extent of the breach.  

iv. Individuals whose Personal Data have been affected by the incident will be 

notified to enable them to take steps to protect themselves, and where 

users of Trust information assets have been affected, users will be notified.  

The notice will include a description of the breach and the steps taken to 

mitigate the risks. 

  

b. Review 

i. Once the incident is contained, a thorough review of the event will be 

undertaken and reported onto the Trust breach report.  

ii. The report will detail the root cause of the incident and contributory 

factors, the chronology of events, response actions, recommendations and 

lessons learned to identify areas that require improvement.  

iii.  Recommended changes to systems, policies and procedures will be 

documented and implemented as soon as possible thereafter. 

iv. The report will be signed off by the data protection officer and submitted 

to the Trust Audit Finance and Recourses Committee. 

 

25. Complaints 

Complaints will be dealt with in line with the Trust’s complaints policy. Please be 

aware that complaints can be made to the ICO where information relating to 

Personal Data is concerned. 

 

26. Policy Circulation 

26.4. This Policy will be published on the Trust’s website, circulated to every staff 

member as part of the induction process and is included within the staff handbook. 

 

26.5. The Trustees are responsible for overseeing, reviewing and organising the revision 

of this Policy. 

Adoption of the Policy 
This Policy has been adopted by the Trustees of the Ted Wragg Multi Academy Trust. 
 
Signed  

 

Deputy CEO  

 

Date: 22/11/22  
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